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Internet Law Update Dec ember 2003 

By Patric k T. O’Regan, Jr. and  Cec ily Anne Snyd er* 

VERISIGN AND RSA  DO NOT INFRINGE METHOD FOR SECURING INTERNET COMMUNICATIONS 

Pla intiff, Leon Stambler, filed  an ac tion aga inst VeriSig n and  RSA for p a tent 
infringement of his pa tents, U.S. Pa tents 5,793,302 (“ ’ 302” ) and  5,974,148 
(“ ’148” ) d irec ted  to methods for sec uring  c ommunic a tions. At the c lose o f 
evid ence, Stambler moved  for a  jud gment as a  matter of law on the issue 
of ind ucement of infring ement of c la im  34 o f the ‘302 pa tent. Therea fter, 
the jury found tha t Stambler had  fa iled  to p rove tha t defend ants, VeriSign 
and  RSA, had  induced infringement o f method  c la im  34 of the ‘302 
pa tent and  c la ims 1, 16 a nd  35 of the ‘148 pa tent.  The  c ourt entered  a  
jud gment in favor of Sta mbler on the issue of valid ity of c la im  34 of the 
‘302 pa tent and  c la im 27 o f the  ‘541 pa tent; however, in keep ing  w ith the 
jury verd ic t, the c ourt entered  a  judgment in favor of VeriSign and  RSA on 
the issue  of infringement.  

The p la intiff filed  post-tria l motions requesting  judgment as a  matter of law 
w ith respec t to induc ement of c la im  34 of the  ‘302 pa tent or for a  new 
tria l. The Distric t Court of Delaw are d enied  the motions. Leon Sta mbler v. 
RSA Security and  VeriSign, Inc ., 2003 U.S. Dist. LEXIS 20998 (D. Del. 2003). 

Inducement of Infringement 

In this c ase, Stambler need ed  to show that Secure Sockets La yer version 
3.0 (“ SSL 3.0), w hic h is the stand ard  method  for performing  secure 
c ommunic a tion on the Internet a nd  is used  by d efend ants, infringed  
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c la im 34 of the pa tent.  SSL 3.0 p rovides a  mechanism for parties 
c ommunic a ting  over the Internet to id entify eac h other.  

SSL 3.0 fo llows severa l steps. First, a  c omputer user c onnec ts to a  website. 
At tha t time a  number is randomly generated  by the user’ s c omputer and  
sent to the website. In response, the website  sends a  sec ond  randomly 
genera ted  number along  w ith a  d ig ita l c ertific a te c rea ted  by a  
c ertific a te authority. The user’ s c omputer app lies the c ertific a te authority’ s 
pub lic  key, embedd ed  in the user’ s b rowser, to dec ryp t the d ig ita l 
signa ture. The dec ryp ted  d ig ita l signa ture is then verified  for authentic ity. 
Onc e the a uthentic ity is verified , the user send s the website a  third  
rand omly genera ted  number whic h has been enc ryp ted  w ith the public  
key rec eived  from the website. The website rec eives the rand om number 
and  genera tes a  session key for the user. The website then sends the user 
a  message whic h is enc ryp ted  using  the message keys.  

Cla im  34 d epends from c la im  33 and  therefore inc lud es all the lim ita tions 
of c la im  33.  Cla im  33 p rovid es: “ A method  for authentic a ting  a  first pa rty 
by using  information stored  in a  c redentia l, the c redentia l being  p reviously 
issued  to the first party b y a  sec ond  party, wherein information p reviously 
stored  in the c redentia l c omprises a t least a  non-sec ret va riab le 
authentic a tion number (VAN) a nd  o ther non-sec ret c red entia l 
information, the method  comprising : p reviously genera ting  a  first erro r 
d etec tion c ode (EDC1) b y using  a t least a p ortion the other non-sec ret 
c red entia l information; p reviously c od ing  the first error d etec tion c ode 
(EDC1) w ith first information assoc ia ted  w ith the sec ond  party to d erive a  
variab le authentic a tion number (VAN); p reviously storing  the VAN and  the 
other non-sec ret c redentia l info rmation in the c redentia l; retrieving  the 
VAN and  the other non-sec ret c redentia l information stored  in the  
c red entia l; d eriving  a  sec ond  error d e tec tion c od e (EDC2) b y using  a t 
least a  portion o f the  retrieved  other non-sec ret c red entia l information; 
retrieving  sec ond  informa tion assoc ia ted  w ith the sec ond  party p reviously 
stored  in a  storage means assoc ia ted  w ith a t least one of the  parties; 
unc od ing  the VAN using  the second  information assoc ia ted  w ith the 
sec ond  party to d erive a  third  e rror detec tion c od e (EDC3); and  
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authentic a ting  the first party a nd  a t lea st a  portion of the non-sec ret 
information stored  in the c redentia l if the sec ond  error detec tion c od e 
(EDC2) c orresponds to the third  e rror d etec tion c ode (EDC3).”  Cla im  34 
ad ds the add itiona l lim ita tion tha t “ the first information a ssoc ia ted  w ith 
the sec ond  party c omprises a  p ublic  key, and  the second  information 
assoc ia ted  w ith the second  party c omprises a  non-sec ret key.”   

In this c ase there a re only three c la im  lim ita tions in d ispute. The terms a re: 
c red entia l, retrieving  sec ond  information a ssoc ia ted  w ith the second  
party stored  in a  storage means assoc ia ted  w ith a t least one of the 
parties, and  authentic a ting  the first party and  a t lea st a  portion of the 
non-sec re t information stored  in the c redentia l if the  sec ond  error 
d etec tion c ode c orresp onds to the third  error de tec tion code. 

The Delaw are Distric t Court construed  “ c red entia l”  to mean “ a  document 
or information ob ta ined  from a  trusted  source  tha t is transferred  or 
p resented  to esta blish the identity of a  pa rty.”  Stambler a rgues tha t the 
d ig ita l c ertific a te used  by SSL 3.0 is a  c redentia l w ithin the meaning  o f 
c la im 34. The defend a nts a rgue tha t the d ig ita l ce rtific a te is not a  
c red entia l bec ause the c ertific a te d oes not authentic a te the id entity of 
the send er. Rather, the certific a te establishes the  authentic ity of the 
c ertific a te. Where a  term, in this c ase “ to esta blish,”  is no t d efined  in the 
pa tent or in the c ourt’ s c la im c onstruc tion, the trier of fac t ap p lies an 
ord inary d e finition. (See Hewlett-Pac kard  Co. v. Mustek Systems, Inc ., 340 
F.3d  1314, 1321 (Fed . Cir. 2003)). The c ourt then relied  on the d ic tionary 
d efinition of “ establish”  and  c onc luded  tha t “ a  reasonab le jury c ould  
have c onc lud ed  tha t the d ig ita l c ertific a te is not a  c redentia l w ithin the 
meaning  of c la im  34, bec ause they could  reasonably c onc lude tha t the 
id entity of the w ebsite is no t established in the SSL 3.0 a t the time the 
c red entia l is p resented  or transferred .”  [*15] 

Next, the c ourt d efined  “ storage means”  as a  “ p lac e for storing  
information, w hic h c an be a  c omputer file.”  The issue revolves a round  
whether the file on the user’ s c omputer where the p ublic  key is stored  is a  
storage means assoc ia ted  w ith the c ertific a te authority. The c ourt aga in 
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c onc luded  tha t the jury c ould  have c onc luded  tha t for a  stora ge means 
to be  assoc ia ted  w ith one of the parties there must be a  connec tion 
betw een one of the parties and  the sto rage means whic h is more than 
the p resenc e of a  public  key, as p resented  by d efend ants. 

Fina lly, the c ourt c onstrued  the lim ita tion “ authentic a ting  the first party 
and  a t least a  portion of the non-sec ret information stored  in the  
c red entia l if the second  error d etec tion cod e (EDC2) c orresponds to the 
third  error d etec tion code (EDC3)”  to mean “ verifying  the id entity o f the 
first party and  a t least a  p ortion o f the non-sec ret information stored  in the 
c red entia l if EDC2 and  EDC3 c orrespond .”  The d efend ants had  a rgued  
tha t this lim ita tion w as not met in SSL 3.0 and  the jury heard  substantia l 
evid ence tha t a uthentic a tion occ urs when the finished  message is sent by 
the website  using  the session keys. Therefore, the c ourt conc luded tha t a  
reasonab le jury c ould  have conc lud ed tha t c orresp ondence between 
EDC2 and  EDC3 d oes not authentic a te the id entity of the website .  

Request for New Tria l 

Pla intiff requested  a  new tria l on two bases: first, the w eight of the 
evid ence favors pla intiff; sec ond , d efense c ounsel’s improp er influence of 
the jury. 

The c ourt d ispa tches pla intiff’s first basis in view  o f its leng thy d iscussion 
tha t a  reasonab le jury c ould  have found  tha t d efend ants d id  not infringe 
the c ontested  c la im  lim ita tions. 

With respec t to the m isc ond uc t o f d efendants’  a ttorneys, the  c ourt notes 
tha t “ a  motion for a  new  tria l on the b asis of a ttorney m isc onduc t may 
only be g ranted  if the movant d emonstra tes tha t suc h ‘c onduc t 
c onstitutes misconduc t, and  not merely aggressive advoc ac y, a nd  tha t 
the misc onduc t is p rejud ic ia l in the sense of a ffec ting  a  substantia l right in 
the c ontext of the entire tria l record .’ ”  (Cit ing  Lucent Techs, Inc . v. 
Newbrid ge Networks Corp ., 168 F.Supp.2d  181 260-261 (D. Del. 2000)). The 
p la intiff bases its m isc onduc t a rgument on the fa c t tha t d efend ants’  
c ounsel ra ised  issues of pa tent valid ity, vio la ting  an order of the c ourt, and  
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m issta tements of law and  c la im  c onstruc tion p rovided  by the  c ourt. The 
c ourt conc luded tha t there “ w as not p rejud ic e to the pla intiff of the 
qua lity and  quantity tha t would  demand  a  jury’s verd ic t to be set a sid e.”  
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